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Introduction 
SSL/TLS1, the cryptographic protocol behind https, is no 
longer a nice-to-have for websites. Site visitors are looking 
for, and expecting, to see a padlock in the address bar of your 
site, and the major browsers have announced plans to flag all 
HTTP sites as non-secure. All signs point to SSL being a 
need-to-have for anyone operating a website.  
 
When Secure Doesn’t Necessarily Mean Safe 
While the increase in SSL usage is generally a good thing –
more encryption equals greater security, right? – phishing and 
other malicious sites have started to take advantage of this 
“padlock=safe” mentality by installing low assurance SSL 
Certificates to appear legitimate and secure.  
 
In reality, these low level certificates only assure that the 
owner actually operates the domain (hence the name, 
Domain Validation [DV] SSL Certificate). There is no 
verification of the entity behind the site. For example, 
someone operating the phishing site “paypall.com” would only 
need to prove that they own the domain; there would be no 
check that PayPal was actually behind the site.  
 
Most public Certificate Authorities (CAs), the entities that 
issue SSL Certificates, have checks in place to catch this type 
of bad behavior and prevent phishers from acquiring SSL, but 
the rise of free SSL services, which often do not have the 
resources to do these types of checks, has made it easy for 
phishers to sneak by.   
 
All of this is to say, there’s more to site security than just 
encryption. Your brand identity – proving that your site is 
legitimate and not a phishing site – is increasingly important.  
 
In this white paper, we discuss the importance of bringing 
your corporate identity front and center on your website and 
how that can be achieved using Extended Validation (EV) 
SSL.  
 

               

1 While SSL protocols are deprecated and TLS protocols should be used instead, most people are familiar with the term SSL, so 
we’re using it here for simplicity. Use our free SSL Configuration Checker to see if you are using the right protocols.  

Types of SSL 

SSL comes in three assurance 
levels. While all three levels encrypt 
communications between server and 
client, they differ in terms of how 
much identity information is included 
in the certificate and how they 
display in browsers. 

Domain Validated (DV) – 
administrative control of the domain 
is the only thing that is verified. 
Hackers can quite easily get a DV 
and use it on a phishing website; 
you have no way of knowing who is 
behind the website. 

Organization Validation (OV) – 
identity of the organization is vetted 
and included in the certificate, but no 
extra browser UI is shown. 

Extended Validation (EV) – strict 
identity verification is done on the 
organization and browsers show the 
organization name in the URL. 

https://globalsign.ssllabs.com/
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The Importance of Identity  
Even though a site is encrypted with SSL, that alone does not 
mean it is safe.  As discussed above, it could be a phishing 
site using a cheap, low assurance certificate to look secure 
and trustworthy. 
 
However, when you couple encryption with identity, it 
becomes much harder to spoof a site. There are two other 
certificate types, aside from DV mentioned above, that bind 
identity to the domain, Extended Validation (EV) and 
Organization Validated (OV) Certificates. To acquire EV and 
OV Certificates, the issuing CA checks the right of the 
applicant to use a specific domain, plus it conducts vetting of 
the organization to prove the identity of the owner. 
 
EV SSL Certificates 
EV Certificates provide the strongest encryption level 
available and enable the organization behind a website to 
present its own verified identity to the website visitor. EV 
Certificates offer a stronger guarantee that the owner of the 
website passed a thorough, and globally standardized, 
identity verification process defined within the EV guidelines 
(a set of vetting principles and policies ratified by the 
CA/Browser Forum).  
 
The EV Certificate identity verification process requires the 
applicant to prove exclusive rights to use a domain, confirm 
its legal, operational and physical existence, and prove the 
entity has authorized the issuance of the certificate. 

 
 

Typical EV SSL Vetting Process

Example EV SSL browser display 
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OV SSL Certificates 
While OV Certificates require some proof of identity, they are 
not as desirable as EV Certificates since this identity 
information is not displayed directly in the address bar and 
they get the same browser treatment (e.g. standard padlock 
and https) as a DV Certificate. The difference between an OV 
Certificate and a DV Certificate is that the additional vetted 
company information is displayed to the visitor when clicking 
on the certificate, giving enhanced visibility into who is behind 
the site and associated enhanced trust. 
 

Conclusion: Who Should Use EV SSL? 
EV SSL Certificates bring your verified brand identity front 
and center on your website and should be used in all 
applications that require identity assurance, visible trust and 
strong encryption. High profile websites often targeted for 
phishing attacks, such as major brands, banks or financial 
institutions, should use EV SSL Certificates for all public 
facing websites, but any website collecting data, processing 
logins or online payments can also benefit from the increased 
trust provided by this higher class of SSL/TLS. 
 
EV SSL Certificates also allow less well-known brands to use 
a standardized level of trust to compete against the more 
familiar brands already established on the Internet. Digital 
commerce relies on trust and EV Certificates provide the 
highest level of assurance that the site is both secure and 
safe. 
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