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Welcome to SiteLock - An Introduction to Your SiteLock Account 

This guide is intended for customers who have purchased SiteLock through GlobalSign and help get the 
most out of comprehensive website security.  It serves as an overview and step-by-step guide on how to 
use SiteLock’s dashboard to monitor and manage the security of your website domains.  

What is SiteLock? 

SiteLock provides comprehensive website security for online businesses. SiteLock offers online 
businesses smart, cost effective protection against internet threats.  SiteLock also helps to establish trust 
in our customer’s website visitors, thereby increasing sales and customer loyalty.  
 
Today's shoppers are concerned about the safety of their personal information, including credit card 
information.  With SiteLock, customers can protect their online investment and demonstrate their 
commitment to security and protection of their customer’s information. 

Why use SiteLock? 

Find, Fix, and Prevent website security issues that could lead to big problem for any size business.   

The fact is: 

 +1 million malware strands created each week 

 +9000 websites blacklisted by Google and other search engines per day 

 +70% of web applications contain vulnerabilities that lead to hacking 

 +60% of data breaches impact websites of individuals and small businesses  

SiteLock’s software-as-a-service enables hosting and service providers, website owners, and web 
designers to find, fix, and prevent malware and other advanced vulnerabilities that can damage your 
website and online reputation. 

SiteLock is GlobalSign’s preferred service provider and through a strategic partnership, their leading 
comprehensive website security is available to GlobalSign SSL Certificate customers.   

Who should use SiteLock? 

All websites that are concerns with data – blogs, news, eCommerce, educational/information, and 
government – should consider using SiteLock as a preventive layer of protection. 

If your website is already compromised or has been in the past, Customers have the option of using 
SMART (SiteLock Professional and Premium) to fix their site or “Expert Services.”  This is where our 
engineers will manually remove malware and viruses or fix known XSS & SQL Injection vulnerabilities. 
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Product Description 

SiteLock helps protect more than just your website; it can protect your business. There have never been 
more threats to your website business than now. Hackers use malware, SQL injection, cross-site scripting 
and more sophisticated techniques to steal your customer data redirect your traffic, ruining your site's 
reputation. 

SiteLock provides website security for online businesses: 

 Daily 360-degree vulnerability scanning  

 Automatic malware detection and removal  

 Web application scanning (WordPress, Joomla, etc.)  

 Dashboard Reports 

 Alerts & Email Notifications 

 Dynamic Verifiable Security Trust Seal 

 Reputation monitoring (blacklist and spam) 

Website Security Value  

 Website attacks are on the rise, coming from many new sources each day Small businesses 
are increasingly being targeted, as they are less likely to be secured 

 Loss of search engine traffic or ranking can be devastating 

 A customer data breach could literally shut down these businesses 

 Daily security scanning identifies vulnerabilities and optimizes your SEO investment  

 Defend your online business against hackers and other threats 

Automatic Malware  

 Easily get rid of malware without any technical knowledge or additional resources 

 Focus on growing your online presence.  Set it and forget it.  

 SiteLock finds more malware from comprehensive internal and externals scans 

Trust Seal Value  

 With security now top-of-mind for consumers, over 70% of online customers look for a 
security seal before providing data to a website 

 SiteLock's security shield has been shown to increase conversion by 15% in A/B tests 
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SiteLock Plans  

The following SiteLock Website Scanning Plans are available to GlobalSign customers:       

Features include: SiteLock Basic SiteLock Professional SiteLock Premium 

Daily malware scanning X X X 

Spam blacklist monitoring  X X X 

Search engine monitoring  X X X 

Vulnerability advisory X X X 

SiteLock Trust Seal X X X 

Pages scanned (Daily malware) 25 100 500 

Automatic Malware Removal  X X 

Vulnerability scanning 1-time 1-time Daily  

Which SiteLock plan is right for me?: 

 
  

Basic 
Ensures site is not infected by 
malware. 

Professional 

Make sure web apps are safe and 
the site doesn’t vulnerabilities, which 
will help to optimize organic search 
results. 

Premium 

Installing open source apps or cart means 
the site has dynamic content, which 
increase risk. It’s critical to identify and 
remediate vulnerabilities before customer 
data is compromised. 
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Activating SiteLock  

Only requirement to activate SiteLock is an active domain.  GlobalSign SSL Certificate customers should 
contact GlobalSign to active.  Once subscription is active, you will receive a ‘Welcome’ email containing 
full details on logging into your SiteLock Dashboard to manage your website’s security. No installation is 
required to enable the service.   

SiteLock Dashboard 

To begin using your SiteLock account, first log into your SiteLock account by going to secure.sitelock.com 

Please enter your email and the password that was sent to you and click "Login". 

Note: If you are unable to recall your password, please use the "Reset Password" link below the login 
and instructions on resetting the password will be emailed to you. If you are unable to recall which email 
address you used, try your email address associated with your GlobalSign control panel or call the toll 
free number at the top of the page to get that information from SiteLock.  

 

 

http://secure.sitelock.com/
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Navigation Menu 

 

Once you are logged in, the top red bar serves as your navigation menu for the site. The following 
sections will give you a brief overview of the six links at the top: 

Dashboard 

 The dashboard is a centralized location for checking on the status of your domains and managing 
your SiteLock account. This is the page you first see when you log in, and you will use it the most. 

Sites 

 This page will show you a list of websites which SiteLock is actively monitoring. You can also 
view the status of these domains as well as add new ones to your account. 

Users 

 This page will show you a list of users which you have created along with their login email and 
role. If you have not created any users will just see one user with the role of owner; this is you. 
  

 You can add and remove users which give them limited access to view the dashboard and open 
support tickets with SiteLock. 
 

 TIP: Creating a user for a web designer or any other third party monitoring your sites can be very 
useful so that they can access the Trust Seal for installation or keep up with any possible 
vulnerabilities of the site. Anyone with the role of User will not have access to add or remove any 
users, domains, or features; it will only allow them to view the dashboard, acquire the Trust Seal, 
and open support tickets. 

Settings 

 This page will allow you to change the security, email subscription, scan, and SMART settings. 

Account 

 The Accounts page allows you to update account information for your company and billing. 

Support 

 The Support pages allow you to submit a ticket directly to SiteLock. Use this to ask any questions 
or report an issue to them. 

Languages 

 the Dashboard’s default language from flags on the upper right of the navigation bar. 

 Available in English, Spanish, French, Portuguese, Italian, Dutch, Polish, German, Russian 
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Navigating Your Dashboard 

The following sections will give you a brief overview of the five basic features of your dashboard. 

 

Business Verification Status 

 The top section of your dashboard shows the account name and the verification statuses of your 
domain, phone number, and address. 

o Click ‘Add Company Name > Verify Business Details  
 Domain Name Verification  
 Phone Verification  
 Address Verification 

 

  
 

 The verification status of any of these three items will be indicated with either a caution sign, 
meaning that item is still not verified, or a check mark, meaning verification for this item is 
complete. 
 

 
 

 Note: If you have multiple domains protected by SiteLock, use the domain dropdown box in the 
upper right corner of your account page to change the domain you are working with. 
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Why is this important? 

When done by a credible 3
rd

 party, Business Verification provides peace of mind to website visitors 
knowing that the business is viable and that their data is secure.  Verifying this information will also allow 
SiteLock to ensure the best possible security of your online business.        

Domain Verification  

Verifies that you own the domain that you are receiving data about.  The options to complete:  
  

 Upload safe verification file to the website, and then verify the site from the dashboard.  
o Log into your control panel and find your File Manager  
o Navigate to the top directory (root) 
o Click upload and a finder box should open 
o Browse to find the file downloaded from SiteLock and upload it.   

 Or adding a meta tag to the website within the head section  
o The scan locates the file and verifies the unique code  

 

 

Note: If you are still having trouble getting your domain correctly verified, double check that all the above 
steps were performed correctly and double check that your domain is pointed correctly.  

If you are still unable to verify the domain, you can come into live support so we can verify the file is 
correctly uploaded, or you can submit a ticket directly to SiteLock using the "Support" link at the top of 
your SiteLock dashboard. 

If we don’t have instructions specific to your hosting provider, the best support option would be to contact 
your hosting provider for exact instructions in their support section.   

For more information, contact SiteLock support by visiting www.sitelock.com or from the Dashboard 

 

http://www.sitelock.com/
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Phone Verification  

This is done by an automated phone call with a 4-digit code that you will enter in the dashboard, verifying 
that your visitors can reach your business for customer issues. 

 To verify your phone number, first check that the phone number is correct, and then click the 
"Resend Code" link next to your number. A dialog box will appear and confirm that you want to 
resend the verification code; click "Yes". You will receive a phone call from an automated system 
providing you with a verification code. 
 

 To input the verification code, click the "Submit Code" link next to your phone number on your 
dashboard, and enter the provided code to verify your phone number. 

 

Address Verification  

Verifies to visitors and customers that the business’ physical address provided to them is a valid 

 To verify your address, first check that the address is correct, and then click the "Resend Code" 
link next to your addess. A dialog box will appear and confirm that you want to resend the 
verification code; click "Yes". You will be mailed a verification code to the listed address. 
 

 
 

 Once you have the verification code, click the "Submit Code" link next to your address on your 
dashboard, and enter the provided code to verify your home or business address 
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Security Scan Summary 

 

The Security Scan Summary will provide you with a quick and easy rundown on your recent scans and 
their results. This will allow you to quickly see what has been done and pinpoint any issues with ease. 

Scan Statuses 

The status from the scans is color coded to easily detect the following: 

 Good (Green): This means that the scan ran and no issues were found by SiteLock 

 Pending (Yellow): This scan has not yet run because of verifications or scan limits 

 Warning (Red): All scans that find issues that are less than 72 hours old 

 Failed (Red): If the “warning” was not fixed within 72 hours  

 Review (Green): These are “low” or “Medium” level warnings 

Date Range 

Once logged into the Dashboard, you will notice a date range available as a drop-down.  Users can 
change this to see current and historical data.  SiteLock keeps all scan results available for real-time 
monitoring. 
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Trusted Seal Graph 

The graph below the scan summary will provide you with a quick and easy rundown on how your seal is 
actually affecting your site's visitors. The more people who see your Trusted Seal will be directly related 
to the number of people who feel secure visiting your site. Over 70% of online customers look for a 
security seal before providing data to a website. 

 

Messages and Alerts 

The Message and Alerts section will display alerts and statuses for scans which have been performed. If 
you have your alerts turned on in the "Email Subscription" in the "Settings", then you will have already 
received all these alerts conveniently to your email. 

 

Trusted Seal Code 

This last section is where you can get the code of your Trusted Seal to display on your page. You can use 
the drop down menus to change the language, size and color of the seal. Once you have the preferred 
seal selected, click Save and then copy and paste the code into the footer of your website. 
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SiteLock Trust Seal 

What is it? 
Let your customers and visitors know that your website is a safe place for them and that security is a high 
priority by placing the SiteLock Trust Seal on your website. 
 

What is the impact? 
Displaying a trust seal instills trust in your brand, customer loyalty, and commonly increases sales. 
 

How does SiteLock protect me? 
 
The SiteLock Trust Seal assures your customers know in real-time that your website is secure, verifying 
with a daily scan and updating the trust seal date automatically. The Trust Seal is available in a variety of 
styles as well as 9 languages. 
 

Colors:  Red, White 
Languages:  English, Spanish, French, Portuguese, Italian, Dutch, Polish, German, Russian 
Style:  Malware Free, Secure 

 
All SiteLock website scanning packages come with the SiteLock Trust Seal. 

 
Customers have the option of displaying the Trust Seal on their website when the associated scan finds 
no issues. The Seal displays the current date if all scans are passed.  This verification takes place upon 
every request for the Seal and are cached each day for performance.  

 
SiteLock offers two styles of Trust Seals: 
 

 Malware Free Trust Seal - no issue detected by the Malware Scan or by SMART Scan  

 Secure Trust Seal no issues detected on the App Scan, which includes SQLi & XSS   
 

         
 
If vulnerabilities or malware is detected, SiteLock will provide a 72 hour grace period before a site is 
decertified.  When a site is in the ‘Decertified’ state, we do not show the Trust Seal.  Instead, a 
transparent image is displayed (no broken image link will appear). 
 
How do I install the SiteLock Trust Seal? 
 

 Log into the SiteLock Dashboard from the control panel or sitelock.com  

 Select the domain intended for the Trust Seal from the right side of the Dashboard 

 Scroll down to ‘Deploy SiteLock Trust Seal: 
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Step 1.  Choose the language for the SiteLock Trust Seal  
Step 2.  Choose color, size and style  
Step 3.  Choose how to install the SiteLockTrust Seal.  Options include:    

 I want SiteLock to install the trust seal automatically on my website using TrueShield  
o Choose a location to display your trust seal:  right, left, bottom, bottom right, bottom left 
o Only available when SiteLock TrueShield Web Application is installed   

 I want to install the trust seal on my website. Show me the code. 
o Copy the code 
o Insert the code in the body of the website's code. 
o Generally, the seal should be placed in the footer of your website's code. However, it can 

be pasted in the footer, header, or any specific place you would like the seal to be seen 
by visitors. 

 
If you are using Weebly or CM4ALL tool to create the website, please log into the Dashboard for further 
instructions or contact SiteLock support.    
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How Does SiteLock Work? 

Malware can be installed on your website by hackers who are able to find weaknesses on your web site. 
A typical website may have thousands of potential vulnerabilities for malware injection. 
 
Once placed on a website, malware can then be used to spread viruses, steal personal or financial data, 
and even hijack computers. It is not easily detected and may infect your customers' computers after they 
visit your website. This can result in lost visitor trust, angry customers and lost business. 
 
SiteLock scans over 14 million webpages each day to find and remove malware. SiteLock’s website 
scanning technology goes the extra mile to validate each vulnerability and avoid "false positives" that are 
detected by many other website security tools. 

Daily Malware Scanning (all plans) 

SiteLock malware scanning technology reviews all of the links, files and applications on your website and 
compares them against industry standards, as well as our proprietary sources, to detect any malware that 
has been inserted in your website code.  

Our malware scanner crawls the site externally and checks for malware signatures, links and Javascript 
within the source code.  SiteLock maintains a large database of known hacks, threats and signatures that 
we cross-check the customer’s source code with during our daily scans.  The malware scan itself does 
not fix the issues but will warn the customer as to what we found and on what page.   

If we identify website malware or a virus on your site during your daily SiteLock scans, we will notify you 
immediately via email or alert. Your SiteLock dashboard will show a list of infected pages, and our Expert 
Services team or SMART can help you remove it so you can maintain your secure reputation. 

Within the Dashboard, all results from the scans provide full detail on the issue by clicking into the Scan.  
It will be filtered by: 

 Pages scanned 

 Links checked 

 Malware found 

 Malware links 

 Status (SiteLock scan) 

 

What is a “page”?: 

A “Page” is defined as a unique page URL.  Every time the URL changes when viewing a new page, this 
is considered a new page to scan.  Links do not count against your “pages” in most cases as we only 
scan the link to see if you are linking to a malicious site.   

Plan:   Pages:  

Basic   25   
Professional  100         
Premium  500  
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From the Main Dashboard > Security Summary > Malware Scan 

 

 
 

 
 
The Malware Scan provides status of the domain from industry partners, which could impact the site: 

 Google 

 Yandex 

 Anti-Virus Blacklist 

 PhishTank 
 
Click on dates for full details on the scan results 
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Spam Scan (Included in all plans): 
No customer wants their important emails to go unanswered.  This is where we can help. This checks 
whether the customer’s email server is listed as a spammer on leading blacklists. Customers can rely on 
this information to know if their communications will be marked as SPAM.   
 
If a customer’s IP address is thrown onto a third party spam list, whether accurately or inadvertently, 
emails that customer sends out will go straight to the receivers spam/bulk folder until the issue is 
corrected.  SiteLock scans the customers IP against several known 3rd party spam databases to check 
and see if they are listed as blocked.  If their IP is found, we alert the customer. 
 
The customer is responsible for further action as we do not have the ability to remedy this situation.  The 
majority of the time the customer’s hosting company will find this issue and resolve it within 24-48 hours.  
If they are still receiving the alert after 48 hours, they will need to contact their email service provider for 
future support and to remedy the situation. 
 

 
 
See full details on spam Scan results by click Spam Scan from Main Dashboard: 
 

 
 
Network Scan (Included in all plans): 
 
This scans the server’s ports to see what has been left open and informs the customer of the associated 
vulnerabilities. These ports are open and closed “doors” that operate within the network.   
 
Some of these doors should always remain open and other always shut.  SiteLock scans all of the ports 
on our customer’s network so that we can warn them of ports that we find open and possibly vulnerable.  
 
SiteLock does not have remediation for this issue as we cannot close and open ports for a customer, just 
make them aware of the vulnerability.  If you are using a shared hosting environment, the ports are 
usually controlled by the hosting company.   
 
In this case we submit a ticket for a “false positive” so that we can mark the port triggering the scanner 
and the next scan will no longer show issues with that port.  If any additional concerns on this type of 
scan, please call SiteLock support or your hosting provider.  
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Vulnerability Scanning  
 
Daily on Premium, One-time for Basic & Professional. Beyond malware, SiteLock scans to detect 
advanced vulnerabilities that serve as the leading causes of data breaches: 
 

 SQL Injections -- SQL Injection (pronounced “sequel” injection) is a technique often used to 
attack data driven applications.  This is done by including portions of SQL statements in an entry 
field in an attempt to get the website to pass a newly formed rogue SQL command to the 
database (e.g., dump the database contents to the attacker).  SQL injection is a technique that 
exploits security vulnerabilities in an application's software. 
 

 XSS -- Cross-site scripting is a vulnerability of weak coding.  XSS enables attackers to inject 
script into web pages viewed by other users (to modify the page’s appearance and/or behavior).  
A cross-site scripting vulnerability may be used by attackers to bypass access controls by gaining 
access to a visitor’s cookies or other personal data.  XSS also allows a hacker to create a page 
content within an existing iframe.  Cross-Site Scripting will usually lead to some type of phishing. 

 
SQLi Scan:  
 
This is an external scan where SiteLock’s scanner attempts to penetrate the site using SQL Injection 
techniques.  If SiteLock is able to alter the action of the customer’s database, we will warn them of the 
vulnerability on the site and show exactly where the vulnerability is located. 
 
XSS Scan: 
 
Of all the scan types the XSS and SQLi scans are the most accurate.  The XSS and SQLi scans are 
mostly trying to penetrate input fields using XSS and SQLi scripts.  They check for both database and 
URL based attacks.  
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Application Scan 
 
This outside-in scan is composed of 2800+ vulnerability and penetration tests.  This is why this scan is 
usually only run once a month or quarter.  The scan checks for vulnerabilities, code weakness, security 
policies and protocols on your web server, versions of currently running services (PHP, Apache, etc.), and 
other installed web applications. We compare that to industry and proprietary lists to determine the 
security of your installation.  
 
SiteLock's comprehensive scanning eliminates reports of "false positives" that are not truly dangerous to 
your business. If a vulnerability is detected, we report it to you immediately and can help you upgrade 
your application version and secure your site.  
 
 

 
 
 
Secure Malware Automatic Removal & Alert Tool (SMART) 
 
Professional and Premium only.  Fix most issues with SMART.  Deep, comprehensive scans of a website 
from the outside-in, as well as the files on the back-end from the inside-out, to detect hidden malware. If 
any malware is detected, the automated tool quickly removes it so the website does not become 
blacklisted or incur any downtime. 
 
SMART identifies potential issues at three levels of severity: 
 

1. File Change Monitoring - Notifies users of any changes or unauthorized access to their web 
files, showing exactly what was added, removed, or modified. 

 
2. Fuzzy Logic - Identifies suspicious code and warns user of any files containing suspicious coding 

techniques 
 

3. Automated Malware Removal - Identifies any malicious code, files or links and then 
automatically removes. 
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Why use SMART? 
 
To ensure automatic removal of detected issues so that your website remains malware-free at all times. 
Since malware infections can be difficult to detect and recover from, SMART ensures that your customers 
receive a consistently secure experience when visiting your website. No installation of software is 
required. Simply provide valid FTP credentials within the user interface of the SiteLock Dashboard.  Set it 
and forget it. 

 
How does SMART work? 

 
This inside-out scan checks for malware and suspicious code present in the customer’s source files within 
their directory structure. This is accomplished by downloading the customer’s directory to SiteLock’s 
server and scanning their entire web directory for malicious or suspicious code, as well as any changes 
made since the last scan.  This gives customers the ability to identify any unexpected or unapproved 
changes made to their site (defacement).  
 
SMART has the ability to take (S)FTP credentials to your website and scan the files hardcoded in your 
site for malicious scripts viruses and other unwarranted code detected on your site. At your request, or 
automatically, SMART can even remove some of the malicious code from your website and send the 
clean version back into place. With this tool, you can stay protected from hackers who try to break into 
your website’s information. 
 
SMART scan provides information on: 

 
Malicious Files 

 Files identified by the scan as containing malware and links to sites known to contain 
malware per search engine blacklists and our proprietary database.  

 

 Malware is identified via a signature-based scan. We check source files against a growing 
database of millions of signatures. We actively expand this database through malware found 
by our Expert Services team.  Any malware found will be removed if the customer has opted 
in for the auto-removal service or clicks “Clean now” on their dashboard. 

 

 This scan also identifies known frameworks of code, such as Joomla!, Drupal, or WordPress 
and checks whether the core files in the framework differ from the files on the server. 

 
 

 
Suspicious Files 

 The suspicious file checker analyzes scripts by first de-obfuscating encoded files if they are 
obfuscated, then looking for patterns and techniques often employed by malware files, such 
as operating IRC bots, e-mailing credit card data, connecting to outside resources, interacting 
with the file system or operating system, and others. 
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SMART Configuration (for SiteLock Professional & Premium) 

 

 
 

 User can also change FTP login information from ‘Settings’> ‘Download Settings’ 
 

 
 

 
Here, the FTP settings are very crucial to SiteLock scanners being able to communicate and properly 
scan your site. Please test the access to your site by using an FTP client, such as FileZilla before 
updating the settings on this page to ensure we’re able to connect and access your site. 
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Method for File Transfers 
You can select FTP or SFTP for this option. Change this to SFTP if your hosting company allows 
SSH/Shell Access, and enable SSH in your hosting account if you want to use SFTP connections. Be 
sure to specify port 22 later in the port specification. 
 
FTP Host Address 
Here, you can enter the address of your website. You can enter your host address (ftp012456.hosting-
company.com), your ip address (50.255.3.90), or your website domain (your-website.com). We will use 
this to access your site. 
 
User ID 
Here, you can enter the username we will use to access your site. Some hosts require a full eMail as the 
username, so be sure to include the full address if necessary. 
 
Automatically Remove Malware 
You can elect the option to totally wipe out any hack we find malicious enough that it should be removed. 
We enumerate a massive list of signatures, exploits, bad code and the like and we use that to identify bad 
code on the site. In addition to this list of malicious code we know is bad, we also have other mechanisms 
that will identify code as suspicious. Should we find any suspicious code, you’ll be notified in the SMART 
results and see the reasons why the code was flagged as suspicious. Should we encounter malicious 
code that we can cleanup, our scanner will remove that code and push the changes live to your site 
immediately. If you are concerned about this breaking your site and would prefer to manually clean the 
malicious code from your site, feel free to leave this option off. 
 
Select a speed for FTP file Downloads 
Your host will have this moderated to however many they think is appropriate. For faster scans, select 3 
connections. Typically, only 1 scan is necessary. 
 
Root Directory 
This term is synonomous to “document root”, and “web root”. It is the very base of your website without 
any additional directories. For example: “http://example.com/&#8221; is the root of “example.com”. 
 
This is where you specify the root directory to your website. Most hosting companies use `public_html’ as 
the web root, though some don’t allow you outside the webroot at all. If you created the SiteLock FTP 
account and pointed it to the webroot, you can use “/” to indicate the root of your FTP account. Otherwise, 
enter the path to the webroot to the website you wish to scan. 
 
If you are unsure about what directory is your web root, then create a file called `test.txt’ and save it with 
the contents “This is a test of the home page.” Next, upload the file to your website via the FTP account 
you created for SiteLock SMART. If you can upload that file and visit directly your website at http://my-
website.com/test.txt and you view the contents of “This is a test of the home page.” in your web browser. 
Then you have “/” as your web root in the SiteLock SMART settings. 
 
If you must change into a subdirectory after logging into your SiteLock SMART FTP account in order to 
upload the file, then whatever path you used before accessing the file in your web browser is the correct 
path to place in the SiteLock SMART settings. 
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If your web host has indicated that your “user home” directory is in something similar to `/home1/user’, 
then please omit this from your FTP settings as it will cause an error with SMART’s ability to find your 
document root. 
 
(S)FTP Port Number 
If you are in doubt, leave this field blank. Otherwise, you can enter the port number for (S)FTP service, if 
it’s hosted on a non-standard port. Again, if this is hosted on a standard port, then you can leave this field 
blank. It will use the default port. 
 
Maximum Download Time 
Here, you can select the amount of time you will permit our scanner to be downloading files before we 
stop the download and come back the next day. 
 
Scan Frequency 
You can use this directive to control how frequently scans will take place. Daily is the recommended 
frequency. 
 
Now that SMART has been configured, you can click “Submit” and we’ll attempt to make a connection to 
your website with the submitted credentials. If the credentials are correct, you will be prompted to scan 
your site immediately. If not, check the credentials and try again. 
 
Additional SMART Settings include: 

 Automatically remove malware or just warn 

 Scan Frequency (Daily/Weekly/Monthly) 

 Manage Exclusion – After the initial SMART scan has been completed, user can specify file 
types and/or directories that they would like to exclude from the scan 

 

 
 

Can SMART fix everything?   
 
Hackers create new scripts and malicious codes daily.  SMART is intended to find and fix known 
malware.  Another reason that SMART might not remove malware on a site is because of the risk 
involved.  For example, say a site was heavily infected with malware that was embedded in the coding of 
the site.  If the scanner finds that removing the code would affect the functionality of the site, it will leave it 
there and just warn the customer of its findings.  This is where SiteLock’s Expert Services can manually 
clean the issues. 
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SiteLock Support  
 
Users can access support for SiteLock within the Dashboard: 
 

 Frequently Asked Questions (FAQ): 

 SiteLock support:  support@sitelock.com 
o 877.257.9263 

 

 
 
For information on ‘Failed’ Scans: 
 

 Click on ‘Fix Now’ icon 

 
 This will generate a support ticket so that one of our support reps can contact you 

 

Additional Settings 
 

 Scan Now Action icon  

 
 Places a daily scan in queue, if not already ran.  Daily scans run automatically. 

o Exception – Since vulnerability scanning for Basic and Professional are one-time, these 
are manually started by the user when ready. 

 Change Security Settings in Dashboard 
o Settings > Security Settings 

  

mailto:support@sitelock.com


    

______________________________________________________________________________ 

SiteLock User Guide   Page 26 of 26 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

- END-OF-THE-DOCUMENT- 
 


		2017-03-22T16:55:52-0400
	Marketing




